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• Applications and Challenges of Deep Learning in Intelligent Transportation Systems.

Background

Traffic light recognition

Headlight 
detection

Obstacle 
detection

Forward collision 
warning

Lane departure 
warning

Lane line 
detection

Traffic Sign 
Recognition

Pedestrian detection

Road marking detection

Deep Learning in Traffic Perception

Vulnerabilities of Current Systems

Challenges for trusted perception method 

[1] Heaven D. Deep Trouble for 

Deep Learning[J]. Nature, 574, 

163-166 (2019)



55

Background

Autonomous vehicles

Prohibition signs

Warning signs

Directive signs
Traffic Sign Recognition

Autonomous trams
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Background

• Adversarial attack : Introduction of Adversarial Examples

Concept introduced by Christian Szegedy et 
al. [2] Adding subtle perturbations to input data

Model outputs incorrect results with high confidence

花斑猫 牛油果沙拉酱An example of an adversarial attack

[2]  Szegedy C, Zaremba W, 

Sutskever I, Bruna, J, Erhan, 

D, Goodfellow, I, Fergus R. 

Intriguing properties of 

neural networks. Computer 

Science. 2013:1-10.
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Background

• Adversarial attack on traffic sign recognition systems

Physical 
adversarial attack

Digital adversarial 
attack

Stop sign

Malware

Embedded 
perception system

Malicious plugin 
attack

Network hijacking

Image 
manipulation

Network hijacking 
attack

Image 
acquisition

Environmental 
perception

Incorrect 
decision-making

Attacking roadside signs 
directly without system 

intrusion.

Deploying digital attacks requires 
internal system intrusion, making it 

challenging to achieve.

Speed limit

• Physical adversarial attack is of more practical relevance.
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Background

• Different forms of physical adversarial examples

Robust Physical Perturbations
(RP2) [3]

Adversarial Camouflage 
(AdvCam) [4]

4A physical adversarial attack[5]

Perceptual-sensitive generative 
adversarial network (PS-GAN) [6]

Stealthy and Effective Physical-world 
Adversarial Attack（ShadowAttack）[7]

Adversarial Scratches[8]

• The diversity of these physical adversarial samples poses challenges for reliable detection 
methods.
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Adversarial sign generation

• Physical adversarial traffic sign generation method--- DARTS [9]

Ground label: Speed limit 30
Recognition result: Speed limit 80

Ground label: Speed limit 60
Recognition result: Speed limit 20

Ground label: No pass
Recognition result: Speed limit 20

Ground label: No Entry
Recognition result: Speed limit 60

Physical adversarial traffic signs robust to different distances and angles in the real world
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Motivation

• Our defense pipeline is motivated by the insight to take unsupervised image reconstruction 
from a robust/non-robust feature learning perspective. 

 Process of reconstructing with Deep Image 
Prior(DIP) [10], G is a generator network 

based on U-Net structure.

 Reconstruction process images of a 
physical adversarial traffic sign 

misclassified as ‘speed limit 50’.

rough outline 
of the speed 
limit sign and 
the red circle.

adversarial 
noise 
becomes 
visible

robust

Non-robust
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Phased classification results

• Class distribution of reconstructed images

Non-robust

robust

phased 
characteristics

 Class distribution of the clean traffic sign 'speed limit 
(70km/h)' during reconstruction.

 Class distribution of adversarial traffic sign ' Speed limit(60km/h)' 
misclassified as 'Speed limit(50km/h)' during reconstruction.

• These figures indicate the significant difference of class distribution of classifier between clean and 
physical adversarial traffic signs during the process of image reconstruction. 
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Defense pipeline based on DIP

• Our defense pipeline based on deep image prior method, C is the victim classifier  trained 
on the GTSRB dataset， achieving the best accuracy of 98.70% on the test set. 

Ideal robust stage

Transition stage

Non-robust stage

No need for 
training data  

No prior 
information 
about attack 

form

• Advantages

Not limited to 
specific forms 

of attacks
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Defense Results

• Success rate of correctly classify traffic signs under different defense methods. our 
defense approach demonstrated better performance against physical adversarial traffic 
signs.

Clean traffic signsPhysical adversarial traffic signs
Defense method

/input images

1.00Jpeg

0.890.21CycleGAN

1.00.40Median filter

1.00.60Bilateral filter

0.970.84Our dip-based method

CycleGAN [11] :

250225200175150a3/a2

0.760.820.840.840.82400
0.720.780.810.810.79500
0.730.770.800.790.78600

Effect of stage division parameters selection on defense success rate.
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Generality test of our approach

• Attempts at other types of physical adversarial traffic signs.

Defense on adversarial signs generated based on out-of-distribution 
attacks and shadow.
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Our works

 Based on the inherent priors of traffic signs, we propose an effective defense method for
classifiers against physical adversarial traffic signs. This approach is easily deployable and
serves to address the existing research gap in physical adversarial defense methods.

Defense method against physical adversarial traffic signs

Unsupervised defense strategy based on image reconstruction

Conduct extensive testing to assess the generalization capability

 By leveraging the decision consistency of the classifier across different reconstruction
stages, our method operates without the need for training data and advanced training.

 We conduct extensive testing to assess the generalization capability of our method in
handling various types of physical adversarial traffic signs present in real-world scenarios.
The results demonstrate that our method exhibits a certain degree of defensive
effectiveness against diverse types of physical adversarial traffic signs.
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You can scan the code through Wechat.

We will post team updates in time.

We wholeheartedly welcome the exchange with you.


